IS3120: Unit 2 Data Link Layer
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Data Link Layer
· Layer 2 in the OSI Reference Model

· Translates and passes data between Physical Layer and Network Layer

· Ethernet operates at this level

· Has two sublayers, based on functionality
· Logical Link Control (LLC)
· Media Access Control (MAC)
Logical Link Control (LLC) Sublayer
· IEEE 802.2

· Interfaces with Network Layer protocols (e.g., IPv4, IPv6, ICMP)
· Translates IP packet into a frame 

· Performs error checking and control—requests retransmission of frames that fail error checking
· Error checking is performed by destination node

· Frame is discarded and retransmitted
· Manages flow control between nodes
· NOTE: Flow control and error checking is also performed by Transport Layer protocols (e.g., TCP/IP)

Media Access Control (MAC) Sublayer
· IEEE 802.3

· Interfaces with physical media and controls access, such as through CSMA/CD
· Every network-enabled device has a network interface controller (NIC)
· Every NIC has a 48-bit unique address, called a MAC address

· Displayed as 12 hexadecimal digits (00:00:00:00:00:00)
· First 6 are vendor code specified by IEEE
· Last 6 are assigned by manufacturer and are unique to that vendor

· Some devices allow the user to change the MAC address
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Discussion Topics:
· Do you see any benefit to making LLC and MAC their own layers instead of sublayers?

· What are the pros and cons of allowing users to change MAC addresses? Could this be used as a form of network attack?
· Why is flow control an important service of LLC? 
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