IS3120: Unit 3 IPv4 versus IPv6

IPv4 Background
· Fourth version of IP addressing scheme

· RFC 791 standard published in 1981 by Internet Engineering Task Force (IETF)

· 32 bit address length = 232 addresses

· In the 1990s, it became apparent there would soon be a shortage of IP addresses

· IPv4 unable to keep up with rapid growth of networked hosts and network-ready devices 
· Primary address pool of IPv4 addresses was exhausted on February 3, 2011

Introducing IPv6
· Sixth version of IP addressing scheme

· RFC 2460 published in 1998
· 128 bit address length = 2128 addresses 

· Significant structural differences from IPv4 (see table below)

· Currently in a transition phase – operating systems have a dual IP stack in order to support both IPv4 and IPv6

· IPv6 provides support for IPv4 addresses

Comparison of IPv4 and IPv6
	
	IPv4
	IPv6
	Improvement

	Address Length
	32 bits
	128 bits
	· Significantly more addresses available

	# of Addresses
	232
	2128
	· 

	Syntax
	192.168.0.1
	2002:0:0:0:0:0:a80c:502b
	· Clear separation of network (first 64 bits) and host (last 64 bits) identification.
· Long address can be compressed

	Network Prefix
	Variable
	Fixed 64 bits
	· Improves routing speed

	Host Identifier
	Manual or DHCP
	Automatic
	· Eliminates possibility of IP address conflict

· Reduces administrative overhead

	Methodologies
	Unicast

Broadcast
	Unicast

Anycast

Multicast
	· In IPv4, multicast was supported only through a reserved address class; in IPv6, multicasting is native 
· IPv6 introduces anycasting, in which a packet is sent to the closest host in a specified host group
· IPv6 disposes of broadcasting, reducing network congestion, and eliminating an attack vector
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