IS3220: Unit 10 Discussion 1 Incident Response Strategies

An information technology (IT) team receives an e-mail alert indicating a system breach has occurred in a remote office firewall. The following incident response actions are taken:

· Begin shutdown of critical network segments in the main office in order to protect them. 
· Send an e-mail to all users instructing them to manually run a virus scanner.

· Immediately suspend the usage of remote access through Virtual Private Network (VPN).

Incident Response Phases
The following represent the six primary phases involved in incident response:

· Preparation
The process of selection, identification, allocation, and training for incident response team (IRT) members. 
· Detection
Through monitoring and log analysis methods, detection will confirm actual breaches in the network infrastructure.
· Containment
Once a breach has been detected, it is critical to contain it and isolate it whenever possible. Containment is the process of restraining the breach to prevent further escalation. 
· Eradication
Eradication is the process of resolving the compromise. Depending on the nature of the compromise the required actions may vary. 
· Recovery
Upon complete eradication the threat is no longer present. A choke point forces all traffic through a single pathway to ensure that security checks take place. This strategy is only valuable if the choke point is hard to bypass or skip around. Additionally, because all traffic is funneled into the single path, issues regarding bandwidth constraints or performance problems may arise.

· Follow-up
In any situation, a debrief is important in order to learn from the situation and to understand how responsiveness can be improved during subsequent instances. Follow-up includes the review and examination of the incident response process that was executed in order to identify areas for improvement to future incidents. Many organizations require a written report that documents the incident from beginning to end.
IRT
An IRT is a group of people that responds to incidents. IRT members often hold one or more specific roles in the team. The goal is to ensure that the team includes members from several different areas. Some of the roles held by the team members are: 

· Team leader—responsible for the team’s actions. This person is usually a senior manager with expertise in security.

· Information security members—often are experts on boundary protection and are able to identify the source of breaches and recommend solutions.

· Network administrators—understand the details about a network, such as which systems are connected and how they’re connected. They also understand what systems are accessible from the Internet. They know what normal traffic flow is and can recognize abnormal traffic.

· Physical security—in the case of social engineering-type attacks, provides information on physical security controls used and where they are used. They also know the different types of surveillance methods used within the organization, such as what cameras are running, and what cameras are recording. 
· Legal—provide advice on the organization’s legal responsibilities and legal remedies. 

· Human resources (HR)—if the attacker is an employee (an internal attacker), HR needs to be involved. HR knows which policies are affected and enforcement methods that are available.

· Communications/public relations (PR)—become the face of the organization if the incident goes public. They help to present an image of resolve to customers, vendors, and stockholders of the organization.
Responsibilities

The IRT has several responsibilities. These involve helping develop the plan, helping respond to incidents, and helping document the incidents. Each member of the team has special skills and responsibilities. As a whole, the team must:

· Develop incident response procedures

· Investigate and respond to incidents

· Determine cause of incidents

· Recommend infrastructure modifications or controls to prevent future incidents
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