IS3220: Unit 2 Roles Involved in Network Security
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Senior Management

· Ultimately responsible for security

· Sets strategic direction and expectations for security policy

· Assigns responsibility to the necessary resources to ensure creation of security policy

· Understands the risks facing the organization

Information Technology (IT) Management

· Supports all information assets

· Responsible for designing, writing, and executing security policy

· Ensures that security is a priority

· Makes decisions to balance the concerns of both security and usability in conjunction with the business

· Ultimately responsible for availability, integrity, and confidentiality of systems

IT Security Staff

· Includes IT Security program managers and computer security managers

· Responsible for design, execution, and maintenance of security

· Manages assets that are pertinent to defense

· Manages vulnerabilities and threats

· Implements countermeasures to ensure confidentiality, integrity, and availability (CIA)
Managers (nontechnical)

· Ensure employees have tools necessary to accomplish their job

· Responsible for their employees training, understanding, and adherence to security policy

· Must adhere to and support security policy

Network Administrators

· Manage computer resources

· Responsible for changes to resources

· Ensure resources adhere to the principles of CIA
· Implement technical controls as mandated by security policy

Users

· Include consumers of IT resources

· Duties determined by job description

· Understand and comply with security policy

· Be aware of security issues

Auditors

· Monitor for compliance

· Test to ensure controls are in place and effective

· Partner with IT staff to create more effective security policy and controls

· Understand the risks and threats facing an organization
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