IS3220: Unit 4 Host-Based vs. Network-Based IDSs/IPSs

An intrusion detection system (IDS) monitors internal hosts or networks watching for symptoms of compromise or intrusion. Upon detection of an intruder, an IDS can:

· Send commands or requests to the firewall to break a connection

· Block an Internet Protocol (IP) address

· Block a port/protocols

An intrusion protection system (IPS) also monitors internal hosts or networks watching for symptoms of compromise or intrusion, but detects attempts to attack or intrude before they are successful. Upon detection of an intruder, an IPS can respond by preventing the success of the attempt.

Note: For purposes of this discussion, consider an IDS and IPS to be the same thing.

Host-Based IDS (HIDS)

It is installed on individual systems. An HIDS is used in addition to antivirus software. The antivirus software detects and prevents malware attacks. An HIDS detects intrusion attacks on the system. Because an HIDS is installed on every system on a network rather than as a node on the network, it can’t create an accurate network picture or coordinate events that occur across the network.
Network-Based IDS (NIDS)

It is installed at various points on a network. A NIDS can detect and coordinate attacks that occur across a network.

Although HIDSs and NIDSs are an important countermeasure for protecting a network from outside attacks, they have their disadvantages:

· They require an intense tuning/training period.

· They can sometimes create a false sense of security.

· They can sometimes consume so many resources that the system is unable to perform its primary job.

· A NIDS may experience difficulties handling encrypted network traffic.

Tuning/Training

Installing and maintaining an HIDS or NIDS involves setting a large number of parameters and options. "Tuning" an intrusion system means custom configuring it for your network and creating user profiles. (Don’t confuse an intrusion system’s user profile with a system’s user account profile.) It also includes "training" the system to recognize what types of traffic should be allowed and what types should not. Tuning helps an administrator achieve a balance between detection accuracy and resource consumption.

The process of tuning/training an HIDS or NIDS begins with capturing a baseline of what a normal system or normal network traffic looks like. Then the tuning/training process continues over time and requires deep knowledge of the system and the network. An administrator may need specialized training and should expect to devote many hours to the process. Only through careful tuning and training, an HIDS or NIDS can become efficient and provide the highest level of protection.

Warning: Improperly tuning/training an HIDS or NIDS may leave your network open to denial of service (DoS) and other attacks.

False Sense of Security

In the event of an unknown zero-day attack, an HIDS or NIDS might not be able to detect the attack and therefore fail to alert the administrator. Any failure to detect an attack is called a false negative. When alarms are not going off, it’s common to assume that no malicious events are taking place. If that’s a false assumption, real attacks are occurring and the security staff is unaware. This is the worst type of security breach.
False positives may create a false sense of security for the opposite reason—too many alarms from benign occurrences. An administrator might react quickly to the first few alarms. However, after receiving additional false positives, a busy administrator might put off investigating the alarms or ignore them. If future alarms are tied to real attacks, the network is at risk.
Resource Consumption

To address resource consumption, let’s use a NIDS as an example. It's important to consider the ordinary volume of traffic on a network segment when using a NIDS on that segment because it’s limited in the number of packets it can handle at a given time. As traffic arrives, a NIDS buffers packets of data. This enables the NIDS to handle random spikes in network traffic. However, during high traffic periods, the amount of incoming traffic can exceed the buffer's capacity. This is referred to as central processing unit (CPU) overload. The NIDS’s memory can also be consumed, referred to as memory exhaustion.

Note: One method of avoiding memory exhaustion is to specify a maximum number of concurrent connections. If the maximum is reached, the NIDS “flushes” the state of some connections to reuse them.

Exceeding the buffer or memory limit can result in errors, the same packets being examined many times, or some packets not being examined (dropped). In extreme cases, the NIDS can also crash. All of these situations leave the network at risk or unprotected.

The same types of resource consumption issues can affect an HIDS. One company spent over $10,000 to implement an HIDS program. The company had antivirus software installed on its systems. The security manager then purchased and installed an HIDS on the systems. The combination of the antivirus and HIDS software overwhelmed the resources of each system. Processor usage began to peak close to 100 percent regularly. This resulted in very slow system response, such as a long delay in ordinary programs opening.
The company removed the HIDS from all the systems. Over time, the systems were upgraded and the HIDS was reinstalled. However, much time and effort were spent first acquiring and installing the HIDS, removing it, and then reinstalling it. User productivity was greatly decreased after the initial installation. The expense and staff hours correcting the situation could have been avoided with proper planning and testing before implementing the new product on production computers.
NIDS Encryption Issues

A best practice is to encrypt sensitive data that travels across a network. However, a NIDS cannot see inside a Secure Sockets Layer (SSL)-encrypted packet, basically blinding the NIDS to that type of data. This problem does not affect an HIDS. An HIDS has access to traffic in an unencrypted form.
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